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Romania

Daniel Alexie, Cristina Cretu, Flavia Stefura and Alina Popescu

MPR Partners

LAW AND THE REGULATORY AUTHORITY

Legislative framework

1 | Summarise the legislative framework for the protection
of personally identifiable information (PII). Does your
jurisdiction have a dedicated data protection law? Is the data
protection law in your jurisdiction based on any international
instruments on privacy or data protection?

The main legislative framework consists of the following:
Regulation (EU) 2016/679 (the General Data Protection Regulation)
(GDPR), is directly applicable to Romanian legislation;
Law No. 190/2018 on implementing measures of the GDPR; and
Law No. 102/2005 on the establishment, organisation and func-
tioning of the National Supervisory Authority for Personal Data
Processing (DPA).

Guides and recommendations of the European Data Protection Board,
as well as guides issued by the DPA, must be considered.

Alongside the above-mentioned legislation, there are a series of
normative acts that are relevant from a data protection perspective,
including acts that regulate specific areas of data protection, such as
cookies and marketing communication.

Data protection authority

2 | Which authority is responsible for overseeing the data
protection law? Describe the investigative powers of the
authority.

The Romanian data protection authority is the DPA.

The DPA is organised as an independent institution. Its powers are
based both on the GDPR and on Law No. 102/2005.

The DPA may conduct investigations, including unannounced ones.
During investigations, the DPA may request any documents and infor-
mation and can access any equipment (including personal data storage
equipment) it deems necessary for the purposes of the inspection. The
DPA may gather witness statements and commission expert reports.

Once a breach of legislation has been ascertained, the DPA may
impose reprimands or fines, alongside corrective measures. Periodic
fines can be imposed in specific cases.

Cooperation with other data protection authorities

3 | Are there legal obligations on the data protection authority to
cooperate with other data protection authorities, or is there a
mechanism to resolve different approaches?

Whenever the activity of the controller or processor of personal data has
a cross-border nature, a conflict of competence may arise. The mecha-
nism of solving the conflict of competence is enshrined in the GDPR. As

a rule, the supervisory authority of the main or single establishment of
the controller or processor is competent to act as the lead supervisory
authority for investigating the cross-border processing carried out by
that controller or processor and must cooperate with the other supervi-
sory authorities concerned.

Breaches of data protection

4 | Can breaches of data protection law lead to administrative
sanctions or orders, or criminal penalties? How would such
breaches be handled?

Under Romanian law, the breaches of data protection law are sanc-
tioned by way of:
. reprimands;
fines; and
corrective measures in line with the GDPR. Also, the DPA may
request the controller and processor to publish at its own cost any
of the corrective measures imposed.

An infringement is determined by the control personnel of the DPA and
the sanction is applied via a report signed by the same. Where the fine
exceeds €300,000, it can be imposed only through a DPA presidential
decision, based on the report made by the DPA’s control personnel.
Fines are set out in the GDPR from:
up to €10 million or up to 2 per cent of the total worldwide annual
turnover of the preceding financial year, whichever is higher, for
infringements such as obligations entailed by the privacy by design
and privacy by default principle and security of the processing; and
up to €20 million or up to 4 per cent of the total worldwide annual
turnover of the preceding financial year, whichever is higher,
for infringements related to, for example, the basic principles
for processing, including conditions for consent and the data
subjects’ rights.

If there is non-compliance with the imposed measures, or tacit or
express refusal to provide all the information and documents requested
by the DPA, or if the controller or processor refuses to be subject of an
investigation, the DPA may apply a periodic fine of 3,000 lei per day.
Under the GDPR, Romania decided that a punitive regime should
apply to public authorities under the provision of Law No. 190/2018.
Therefore, if a public authority infringes the GDPR or the national data
protection laws, the DPA issues, in the first phase, a warning accom-
panied by a remediation plan. The DPA can resume the investigation
and if it finds that the measures from the remediation plan were not
implemented, a fine ranging from 10,000 to 200,000 lei might be applied.
Romania decided not to impose criminal penalties for infringements.
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SCOPE

Exempt sectors and institutions

5 | Does the data protection law cover all sectors and types of
organisation or are some areas of activity outside its scope?

The general data protection legal regime enshrined in Regulation (EU)
2016/679 (the General Data Protection Regulation) (GDPR) expressly
excludes from its scope of application:
the processing of personal data performed during activities outside
the scope of EU law,
the processing of personal data performed by EU member states
concerning common foreign and security policy;
the processing of personal data performed by a natural person in
the course of a purely personal or household activity;
the processing of personal data performed by competent authori-
ties for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of
threats to public security; and
the processing of personal data of deceased persons.

The legal regime of personal data processing is also regulated by other
specific pieces of legislation, that cover the processing of personal data
in electronic communications and the processing of personal data while
preventing, detecting, investigating, prosecuting and fighting crimes or
executing penalties and education and security measures.

Communications, marketing and surveillance laws

6 | Does the data protection law cover interception of
communications, electronic marketing or monitoring and
surveillance of individuals? If not, list other relevant laws in
this regard.

Interception of communications, electronic marketing and monitoring
and surveillance of individuals are specifically addressed by Law No.
506/2004 on the processing of personal data and the protection of
privacy in the electronic communications sector specifically addresses
this subject (that transposes into Romanian legislation Directive
2002/58/EC (the ePrivacy Directive). Interception of communications
and monitoring and surveillance of individuals is further regulated by
the Criminal Procedure Code.

Other laws

7 | Identify any further laws or regulations that provide specific
data protection rules for related areas.

Currently, Romania has not developed sector-specific data protection
legislation. However, some specific rules (as enabled by the GDPR) are
included in the national legislation, regarding the processing of:

genetic, biometric and health data;

the national identification number;

data in employment contexts; and

data in the context of performing a task that serves a public interest.

These rules do not diverge from the principles and rules of the GDPR.

Pll formats

8 | What forms of Pll are covered by the law?

The GDPR (and thus applicable national legislation) applies to the
processing of personal data wholly or partly by automated means and
to the processing, other than by automated means, of personal data

www.lexology.com/gtdt
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that forms part of a filing system or is intended to form part of a filing
system, where a filing system' means any structured set of personal
data that is accessible according to specific criteria, whether central-
ised, decentralised or dispersed on a functional or a geographical basis.

Extraterritoriality

9 | Is the reach of the law limited to Pll owners and processors
of PIl established or operating in the jurisdiction?

The GDPR also applies to controllers and processors not established in
the European Union when processing activities relate to the offering of
goods or services to data subjects in Romania, irrespective of whether
a payment from the data subject is required; and monitoring of data
subjects’ behaviour that takes place in Romania.

Also, the GDPR applies to the processing of personal data by a
controller not established in the European Union, but in a place where
Romanian law applies under public international law.

Covered uses of Pl

10 | Is all processing or use of Pll covered? Is a distinction made
between those who control or own PIl and those who provide
PIl processing services to owners? Do owners’, controllers’
and processors' duties differ?

PIl is not a concept recognised in EU law. Therefore, the term to be
used is ‘personal data’. The GDPR applies where the processing of
personal data is done wholly or partly by automated means and where
the processing other than by automated means of personal data forms
part of a filing system or is intended to form part of a filing system. The
processing of personal data covers all the operations, such as collec-
tion, recording, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination, alignment
or combination, restriction, erasure or destruction.

All processing activities that are in the scope of the GDPR must
observe the rules set in the same.

The majority of obligations and duties sit with the person who
determines the purposes and the means of the processing (the
controller), as the controller is accountable for the processing activities
of the personal data. Some specific obligations and duties also sit with
the person designated by the controller to process data on its behalf
(the processor).

LEGITIMATE PROCESSING OF PII

Legitimate processing - grounds

11 | Does the law require that the holding of PII be legitimised
on specific grounds, for example to meet the owner’s legal
obligations or if the individual has provided consent?

For any personal data processing activity to be lawful, a legal ground
must apply. According to Regulation (EU) 2016/679 (the General Data
Protection Regulation) (GDPR), for general categories of data (eg, name,
surname, address and bank account), the processing is lawful when:
the data subject has consented to the processing;
it is necessary for the performance of a contract to which the
data subject is party or is necessary for taking the steps before
concluding that contract;
it is necessary for meeting a legal obligation of the controller;
it is necessary for protecting the vital interests of the data subject
or of another natural person;
is necessary for the performance of a task carried out in the
public interest or the exercise of official authority vested in the
controller; and
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the controller or a third party has a legitimate interest to process
the personal data, save for the case when such interests are over-
ridden by the interests or fundamental rights and freedoms of the
data subject that require protection of personal data, in particular
where the data subject is a child.

Regarding special categories of data (eg, health data, genetic and biom-
etric data, data about political opinions and religious and philosophical
beliefs), as a rule, any related processing is forbidden. By way of excep-
tion, the GDPR expressly provides in what situations the processing may
be carried on, as follows:

the data subject has expressly given his or her consent;

the data subject has made public the data;

for employment, social security and social protection when author-

ised by law,

for vital interest;

for reasons of substantial public interest when the law provides;

for legal claims;

for health or social care in the public interest when the law

provides; and

for archiving, research and statistics in the public interest when

the law provides.

Legitimate processing - types of Pll

12 | Does the law impose more stringent rules for specific types of
PlI?

There are three categories of personal data for which the processing
rules differ:
general personal data;
special categories of data (eg, race and ethnic origin, religious
or philosophical beliefs, political opinions, trade union member-
ship, genetic data and health data), that have strict rules for
processing; and
personal data for which the GDPR provides that EU member states
can lay out different regimes (ie, personal identification numbers,
health data, the processing of personal data in the contexts of
employment or fulfilling a task serving the public interest).

If the processing of a personal identification number is based on the
legitimate interest of the controller or of a third party, Law No. 190/2018
provides that:
a data protection officer must be appointed,
appropriate safeguards must be implemented to observe the mini-
misation principle and to ensure the security and confidentiality of
the processing of data;
a retention period must be set; and
periodical training for the persons in charge of processing personal
data must be conducted.

In respect of genetic, biometric and data concerning the health of the
data subject, Law No. 190/2018 provides that the processing of such
data for profiling or automated decision-making process is allowed only
when the data subject has given his or her consent in this respect or if
specific legal provisions provide so.

For the processing of personal data in the employment context, Law
No. 190/2018 provides that for monitoring (based on legitimate interest)
employees through electronic communications or video surveillance,
the employer must, among other conditions set by the law, consult with
the relevant trade union or representatives of the employees and set a
retention period that cannot exceed 30 days, save for the situation when
the law provides otherwise.

MPR Partners

DATA HANDLING RESPONSIBILITIES OF OWNERS OF PII

Notification

13 | Does the law require owners of Pll to notify individuals whose
Pll they hold? What must the notice contain and when must it
be provided?

Regulation (EU) 2016/679 (the General Data Protection Regulation)
(GDPR) (and consequently, the Romanian legislation) requires the
persons collecting data (controllers) to provide data subjects with
specific information at the moment of data collection - if that data is
obtained directly from the data subject or within a reasonable period
after obtaining the personal data, but at the latest within one month
after obtaining the data - when personal data has not been obtained
from the data subject (in this latter case, the data subject can also be
notified of the processing at the time of the first communication or when
the data is first disclosed to a third party; in both cases, the one-month
time frame is observed).
The notification must include information on the following:
the identity and the contact details of the controller and, where
applicable, of the controller’s representative;
the contact details of the data protection officer, where applicable;
the purposes and legal basis of the processing;
where processing is based on a legitimate interest, the legitimate
interests pursued by the controller or by a third party;
the categories of personal data concerned (when personal data is
not obtained from the data subject);
the recipients or categories of recipients of the personal data, if any;
where applicable, the intention of the controller to transfer the data
to a third country or international organisation and the existence or
absence of an adequacy decision by the European Commission or,
where applicable, the appropriate or suitable safeguards and how
to obtain a copy of them or where they have been made available;
the period for which the personal data will be stored, or if that is
not possible, the criteria used to determine that period;
the existence of the right to request from the controller access to and
rectification or erasure of personal data or restriction of processing
or to object to processing, as well as the right to data portability;
the existence of the right to withdraw consent at any time, when the
processing is based on consent;
the right to lodge a complaint with a supervisory authority;
whether the provision of personal data is a statutory or contrac-
tual requirement, or a requirement necessary to enter into a
contract, as well as whether the data subject is obliged to provide
the personal data and of the possible consequences of failure to
provide such data;
the existence of automated decision-making, including profiling,
meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing
for the data subject; and
from which source the personal data originates, and if applicable,
whether it came from publicly accessible sources (for when the
data is not obtained directly from the data subject, in addition to the
information mentioned in all the above points).

Exemption from notification

14 | When is notice not required?

When the data is obtained directly from the data subject, there is no
need to inform the data subject of the processing if the data subjects
already have the information.

When the data is collected from other sources as the data subject,
there is no need to inform the data subject when:

Data Protection & Privacy 2022
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The data subject already has the information.

Informing the data subject is impossible or would require a dispro-
portionate effort, in particular for processing for archiving purposes in
the public interest, scientific or historical research purposes or statis-
tical purposes, subject to various conditions and safeguards provided
by the GDPR or as in so far the obligation to inform is likely to render
impossible or seriously impair the achievement of the objectives of
that practices. In such cases, the data controller shall take appropriate
measures to protect the data subject’s rights and freedoms and legiti-
mate interests, including making the information publicly available.
Obtaining or disclosure of the personal data is expressly regulated
by specific legislation and the controller provides safeguards for
the data subject’s legitimate interests.

Where the personal data must remain confidential subject to an
obligation of professional secrecy, including a statutory obligation
of secrecy.

Control of use

15 | Must owners of Pl offer individuals any degree of choice
or control over the use of their information? In which
circumstances?

Data subjects are empowered to exercise control over how their data
is being used.

The rights of the data subjects according to the GDPR are:

the right to be informed;

the right of access;

the right to rectification;

the right to erasure;

the right to restrict processing;

the right to data portability;

the right to object;

the right not to be subjected to automated decision-making and

profiling; and

the right to lodge a complaint with a supervisory authority.

The rights listed above are not absolute and in many situations, the
exercise of such rights will be balanced against other competing rights
involved. Such competing interests include the right to freedom of expres-
sion, the legitimate interests of the controller or third parties, compliance
with legal obligations and public, scientific, historical or research purposes.

Data accuracy

16 | Does the law impose standards in relation to the quality,
currency and accuracy of PII?

According to the GDPR, the controller must take every reasonable step
to ensure that personal data is accurate and up to date (accuracy prin-
ciple). In this respect, the controller must ensure that the inaccurate
personal data, having regard to the purposes for which it is processed,
is erased or rectified without delay.

Amount and duration of data holding

17 | Does the law restrict the amount of PIl that may be held or
the length of time it may be held?

Two principles governed the amount and duration of data holding:
the data minimisation principle: the collected personal data must
be limited to what is necessary concerning the purposes for which
it is processed; and
the storage limitation principle: the collected personal data must
not be kept for longer than necessary for the purposes for which
it is processed.

www.lexology.com/gtdt
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The GDPR does not set a time frame for processing. National legislation
provides, in some cases, for data retention periods (eg, 10 years for
accounting data).

Finality principle

18 | Are the purposes for which PII can be used by owners
restricted? Has the ‘finality principle’ been adopted?

The GDPR imposes on controllers the obligation to process personal
data only for specified, explicit and legitimate purposes and not in a
manner that is incompatible with those purposes (the ‘purpose limita-
tion’ principle).

The processing of personal data for purposes other than those for
which the personal data was initially collected is allowed where:

it is based on the data subject’s consent;

itis based on the laws of the European Union or EU member state; or

where the processing is compatible with the purposes for which

the personal data was initially collected.

Use for new purposes

19 | If the finality principle has been adopted, how far does the
law allow for PII to be used for new purposes? Are there
exceptions or exclusions from the finality principle?

The GDPR relevant for the finality principle is the ‘purpose limita-
tion’ principle. According to it, personal data may only be collected for
specified (defined), explicit (clear) and legitimate purposes (legal basis)
determined at the moment of collection.
The further processing activity is allowed if the personal data is
processed for:
archiving, scientific, historical or statistical purposes as far as
appropriate technological and organisational measures are in
place to protect the rights and freedoms of the data subjects, in
particular, the principle of data minimisation; and
another purpose compatible with the purpose for which the
personal data was initially collected. A compatibility test is required
in this case. When assessing the compatibility, the controller
should consider:
the relationship between the purposes for which the personal
data was collected and the further processing purpose;
the reasonable expectations of the data subject, as to the
further use of his or her personal data; and
the nature of the personal data, the possible consequences
for data subjects and the existence of appropriate safeguards
(such as encryption and pseudonymisation).

SECURITY

Security obligations

20 | What security obligations are imposed on Pl owners and
service providers that process PIl on their behalf?

Under the ‘integrity and confidentiality’ principle, the data controllers are
required to process personal data in a manner that ensures appropriate
security of the data. This covers protection against unauthorised or
unlawful processing and accidental loss, destruction or damage by the
implementation of appropriate technical and organisational measures.
Both controllers and processors are responsible for the implementa-
tion of appropriate technical and organisational measures to process
personal data securely. A case-by-case risk assessment is needed.
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Notification of data breach

21 | Does the law include (general or sector-specific) obligations
to notify the supervisory authority or individuals of data
breaches? If breach notification is not required by law, is it
recommended by the supervisory authority?

The data breach notification's regime is regulated by Regulation (EU)
2016/679 (the General Data Protection Regulation) (GDPR) and it is
applicable across all industries. Law No. 506/2004 on the processing of
personal data and the protection of privacy in the electronic communica-
tions sector (Electronic Communications Law) imposes a sector-specific
duty to notify personal data breaches, applicable only for the electronic
communications service providers.

In both cases, the notification must be submitted to the National
Supervisory Authority for Personal Data Processing (DPA), with the
mention that under the GDPR the time frame for submission is 72
hours since becoming aware of the incident, while under the Electronic
Communications Law the notification must be submitted 24 hours after
discovering the incident.

The threshold for notification under the GDPR is a risk-based one.
The controller must submit the notification to the DPA when it is likely
that the personal data breach will create a risk to the rights and free-
doms of natural persons. Also, in what concerns the communication to
the data subject, the controller must notify the same about the data
breach when it is likely that the data breach will result in a high risk for
the data subject.

Based on Electronic Communication Law, all data breaches
covered by the law must be notified to the DPA. Also, as a rule, the elec-
tronic communications provider must notify the subscriber about the
incident when the data breach could affect the personal data or privacy
of a subscriber or another person, save for the case when the elec-
tronic communication provider can demonstrate in a manner that the
DPA finds satisfying that appropriate measures for the protection of the
personal data affected by the incident have been implemented.

INTERNAL CONTROLS

Data protection officer

22 | Is the appointment of a data protection officer mandatory?
What are the data protection officer’s legal responsibilities?

As per Regulation (EU) 2016/679 (the General Data Protection
Regulation) (GDPR), there are three situations in which the appointment
of a data protection officer (DPQ) is mandatory, namely:
when the processing is carried by a public authority or body
(including government departments);
where the core activities of the controller or processor consist of
data processing operations that, by virtue of their nature, scope
or purposes, require regular and systematic monitoring of data
subjects on a large scale; or
where the core activities of the controller or the processor consist
of the large-scale processing of special categories of data or
personal data relating to criminal convictions or offences.

However, the National Supervisory Authority for Protection of Personal
Data (DPA) also expressly recommends the appointment of a DPO in
those cases when it is not mandatory to appoint such, considering the
beneficial role that the DPO may play in ensuring the observance of
the GDPR'’s provisions by the controller or processor. The Article 29
Working Party also recommends that, save for the situation where it
is obvious that the designation of a DPO is not mandatory, the internal
assessment to determine if a DPO is to be appointed must be docu-
mented, in line with the accountability principle.

MPR Partners

Under Law No. 190/2018, the appointment of a DPO is mandatory
when a controller decides to process personal identification numbers
based on legitimate interest.

The DPQ'’s responsibilities are:

informing and advising the controller, processor or their employees

on their duties arising from the data protection legislation;

monitoring compliance with the GDPR, national data protection
legislation and the data protection-related policies of the controller
or processor, including carrying out the related audits;

the assignment of responsibilities, awareness-raising and training

of staff tasked with personal data processing;

providing advice, where requested, regarding the data protec-

tion impact assessments and monitoring the performance of

the same; and

cooperation with and acting as the contact point for the DPA.

Record keeping

23 | Are owners or processors of Pll required to maintain
any internal records or establish internal processes or
documentation?

The GDPR introduced, for both the controllers and processors, the obli-
gation to keep records in writing, including in electronic form, of the
processing activities under their responsibilities.
The controller must keep a registry with the following information:
the name and contact details of the controller and, where applicable,
the joint controller, the controller’s representative and the DPO;
the purposes of the processing;
a description of the categories of data subjects and the categories
of personal data;
the categories of recipients to whom personal data has been or will
be disclosed;
transfers of personal data to a third country or an international
organisation;,
the envisaged time limits for erasure of the different categories
of data; and
a general description of the technical and organisational security
measures in place.

The processor must keep a registry with the following information:

the name and contact details of the processor or processors and
of each controller on behalf of which the processor is acting, and,
where applicable, of the controller’s or the processor’s representa-
tive and the DPQ;

the categories of processing carried out on behalf of each controller;
transfers of personal data to a third country or an international
organisation and safeguards implemented for such transfers; and
a general description of the technical and organisational security
measures in place.

Companies with less than 250 employees are exempted from this obli-
gation, save for the cases when the processing it carries out is likely
to result in a risk to the rights and freedoms of data subjects, the
processing is not occasional, or the processing includes special catego-
ries of data or data related to criminal convictions or offences. More
information on the derogations is set in the position paper published by
the Article 29 Working Party.
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New processing regulations

24 | Are there any obligations in relation to new processing
operations?

Embedding privacy by design and privacy by default are now both legal
requirements under the GDPR. Moreover, not ensuring the implemen-
tation of the same represents an infringement of the GDPR and is a
criterion considered by the National Supervisory Authority for Personal
Data Processing (DPA) when assessing whether to impose an adminis-
trative fine. Thus, the controller, regardless of the type of data processed
or the nature of the processing, must implement appropriate technical
and organisational measures (eg, pseudonymisation, data minimisa-
tion and enabling the data subject to monitor the data processing) from
the moment of determining the means for processing and at the time
of the processing itself. Also, the controller must ensure that only the
data that are necessary for each specific purpose of the processing are
processed.

The controller also has a duty to carry a data protection impact
assessment before a personal data processing activity that is likely to
result in a high risk to the rights and freedoms of the data subjects.
Such risk could be physical, material or non-material. Building on
the cases expressly mentioned by the GDPR, the DPA issued a deci-
sion that comprises a list of cases in which the data protection impact
assessment is required (eg, in the case of systematic monitoring of a
publicly accessible area on a large scale, such as video surveillance in
malls, stadiums, parks, plazas, or other similar places). The list is non
exhaustive.

REGISTRATION AND NOTIFICATION

Registration

25 | Are PIl owners or processors of Pll required to register with
the supervisory authority? Are there any exemptions?

In Romania, no obligation of registration with the National Supervisory
Authority for Personal Data Processing exists since Regulation (EU)
2016/679 (the General Data Protection Regulation) (GDPR) became
applicable on 25 May 2018.

Formalities

26 | What are the formalities for registration?

Not applicable.

Penalties

27 | What are the penalties for a Pll owner or processor of Pll for

failure to make or maintain an entry on the register?

Not applicable.

Refusal of registration

28 | On what grounds may the supervisory authority refuse to

allow an entry on the register?

Not applicable.

Public access

29 | Is the register publicly available? How can it be accessed?

Not applicable.
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Effect of registration

30 | Does an entry on the register have any specific legal effect?

Not applicable.

Other transparency duties

31 | Are there any other public transparency duties?

The GDPR imposes on controllers the transparency obligation towards
the processing activities and they are obliged to demonstrate compli-
ance with it.

The transparency principle mandates to provide, in writing, or by
other means, including, where appropriate, by electronic means, rele-
vant information to data subjects in a concise, transparent, intelligible
and easily accessible form, using clear and plain language.

TRANSFER AND DISCLOSURE OF PII

Transfer of PlI

32 | How does the law regulate the transfer of Pll to entities that
provide outsourced processing services?

Under Regulation (EU) 2016/679 (the General Data Protection
Regulation) (GDPR), the concept of transfer implies that personal
data is transmitted from a controller or processor located in the
European Economic Area to international organisations, controllers,
processors or other recipients located outside it. Otherwise, the trans-
mission of personal data to a provider of processing services located
in the European Economic Area will be regulated by a contract or other
binding act, depending on its qualification as a processor, controller or
joint controller concerning the processed personal data and does not
imply a transfer in the sense of the GDPR.

Restrictions on disclosure

33 | Describe any specific restrictions on the disclosure of Pl to
other recipients.

There are no specific restrictions regarding the disclosure of personal
data to other recipients.

Cross-border transfer

34 | Is the transfer of Pll outside the jurisdiction restricted?

The cross-border transfer of personal data between controllers or
processors located in the European Economic Area is permitted without
restriction. However, for cross-border transfers outside the European
Union and European Economic Area (either to a third country or to an
international organisation), as a rule, the transfer of personal data is not
allowed, save for the following situations:

based on an adequacy decision issued by the European Commission,

provided that the third country has implemented safeguards that

ensure the protection of personal data and the rights and freedoms

of the data subjects; and

based on appropriate safeguards implemented by the controller or

processor who transfers the personal data.

Some examples of appropriate safeguards include binding corpo-
rate rules, standard data protection clauses adopted by the European
Commission or adopted by a supervisory authority and approved by the
European Commission. In cases where the appropriate safeguards are
provided through simple contractual clauses, an authorisation from the
competent National Supervisory Authority for Protection of Personal
Data (DPA) is mandatory.
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Notification of cross-border transfer

35 | Does cross-border transfer of Pll require notification to or
authorisation from a supervisory authority?

When the personal data is transferred to a recipient located outside the
European Economic Area, based on an agreement between the sender
and the recipient, the contractual clauses regulating the transfer are
subject to a specific authorisation issued by the DPA. Also, the adminis-
trative arrangements between public authorities or bodies are subject
to an authorisation issued by the DPA.

Further transfer

36 | If transfers outside the jurisdiction are subject to restriction
or authorisation, do these apply equally to transfers to
service providers and onwards transfers?

Yes, the restrictions are applicable for any type of transfer, as regulated
by the GDPR, irrespective of the quality of the recipient. As for onward
transfers, the same conditions under which the first transfer was made
must be also applied for the onward transfer, so that the same level of
protection is ensured.

RIGHTS OF INDIVIDUALS

Access

37 | Do individuals have the right to access their personal
information held by PIl owners? Describe how this right can
be exercised as well as any limitations to this right.

The data subject has the right to confirmation on whether the controller
processes his or her data and to access that information.

The data subject is entitled, upon specific request, to a copy of
the personal data that is processed. Further copies can be subject to a
reasonable fee by the controller. That right shall not adversely affect the
rights and freedoms of others.

The controller must also provide a list of details that replicates
the information that must be provided under the transparency obliga-
tion (article 13 and 14 of Regulation (EU) 2016/679 (the General Data
Protection Regulation) (GDPR)).

Other rights
38 | Do individuals have other substantive rights?

Other substantive rights of the data subject, apart from the access

right, are:
the right to information (ie, the right to be informed of the
processing);
the right to rectification (ie, the right to rectify any inaccuracies in
the processed data);
the right to be forgotten (ie, the right to the erasure of the processed
data, in certain conditions);
the right to a restriction (ie, the right to obtain the restriction of the
processing of data, in certain conditions);
the right to data portability (ie, the right to receive from the
controller the personal data concerning the data subject in a
structured and machine-readable format to transmit those data
to another controller, subject processing activities have as a legal
base a contract with or the consent of the data subject and they are
carried out by automated means);
the right of objection (ie, the right to oppose the processing, in
certain conditions);
the right not to be subjected to automated decision-making (ie, the
right not to be subject to a decision based solely on automated

MPR Partners

processing, including profiling, which produces legal effects or
adversely affects the data subject); and
the right to lodge a complaint with a supervisory authority.

Compensation

39 | Are individuals entitled to monetary damages or
compensation if they are affected by breaches of the law? Is
actual damage required or is injury to feelings sufficient?

The GDPR provides for an effective judicial remedy, as well as for
compensation, whenever the rights of data subjects have been breached.

In Romania, monetary compensation is available for both material
and moral damages. However, the award of monetary compensation for
moral damages is to be granted by a court of law following a substanti-
ated request to this end submitted by the affected data subject.

Enforcement

40 | Are these rights exercisable through the judicial system or
enforced by the supervisory authority or both?

The rights of the data subjects can be enforced by the National
Supervisory Authority for Personal Data Processing or directly through
effective judicial remedies when the data subjects consider that their
rights have been breached.

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions

41 | Does the law include any derogations, exclusions or
limitations other than those already described? Describe the
relevant provisions.

In Romania, the law implementing Regulation (EU) 2016/679 (the
General Data Protection Regulation) (GDPR) provides for deroga-
tions for processing of data for journalistic purposes or the purpose
of academic, artistic or literary expression, as well as for scientific or
historical research purposes, artistic or public archiving purposes.
Processing for journalistic purposes or the purpose of academic,
artistic or literary expression may be carried out if it concerns personal
data that has been manifestly made public by the data subject or that
is closely linked to the data subject’s capacity as a public person or the
public nature of the facts in which it is involved, without the applicability of
specific chapters from the GDPR, such as, among other things, the chap-
ters regarding the principles, the rights of the data subjects and others.
Certain rights of the data subject provided by the GDPR will
not apply where the rights make it impossible or seriously affect the
achievement of the specific objectives and such derogations are neces-
sary for the fulfilment of those purposes. This includes personal data
being processed for:
scientific or historical
purposes, namely:
the right of access;
the right to rectification;
the right to restrict processing; and
the right to object; or
archiving purposes in the public interest, namely:
the right to be informed;
the right of access;
the right to rectification;
the right to erasure;
the right to restrict processing;
the right to data portability; and
the right to object.

research purposes, for statistical
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The derogations mentioned above apply only where the processing is
subject to appropriate safeguards under the GDPR.

SUPERVISION

Judicial review

42 | Can PIl owners appeal against orders of the supervisory
authority to the courts?

Against the minutes of finding or sanctioning a breach of the personal
data protection legislation, or against the decision to apply corrective
measures, issued by the National Supervisory Authority for Protection
of Personal Data, the controller or the processor can file a complaint
with the competent tribunal within 15 days from when that decision was
delivered or communicated.

SPECIFIC DATA PROCESSING

Internet use

43 | Describe any rules on the use of ‘cookies’ or equivalent
technology.

Law No. 506/2004 on the processing of personal data and the protec-
tion of privacy in the electronic communications sector (the Electronic
Communications Law), transposed Directive 2002/58/EC (the ePri-
vacy Directive) into Romanian legislation regulates the use of cookies.
Related to cookies, the Electronic Communications Law provides two
cumulative conditions for storing information or gaining access to infor-
mation stored in the terminal equipment of a subscriber or user when:
the subscriber or user has given his or her consent; and
before giving consent, the subscriber or user was provided with
clear, complete and easy to understand information related to the
purposes of the processing.

Electronic communications marketing

44 | Describe any rules on marketing by email, fax or telephone.

The regime for marketing by electronic communications means is
regulated by the Electronic Communications Law that transposed
the ePrivacy Directive into Romanian legislation. Sending marketing
communications using automated means that do not require human
intervention, such as through fax, email or any other method that uses
electronic commmunication services aimed at the public is not permitted
if the user or the subscriber has not expressly given his or her prior
consent. As an exception, where a natural or legal person obtains, in
the context of the sale of a product or a service, the email address of its
customers, the same natural or legal person may use the email address
for direct marketing of its own similar products or services provided
that customers are clearly and distinctly are given the opportunity to
object, free of charge and in an easy manner, to such receiving at the
time of their collection and on the occasion of each message, if the
customer has not initially refused such use.

Cloud services

45 | Describe any rules or regulator guidance on the use of cloud
computing services.

The cloud computing service is defined under Law No. 362/2018
concerning measures for a high common level of security of network
and information systems that transposes Directive (EU) 2016/1148 (the
NIS Directive) into national legislation. However, Romanian law does not
provide specific rules applicable to cloud computing services.
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UPDATE AND TRENDS

Key developments of the past year

46 | Are there any emerging trends or hot topics in international
data protection in your jurisdiction?

In 2020, the National Supervisory Authority for Personal Data Processing
received a total of 5,480 complaints, petitions and personal data breach
notifications, of which some 694 investigations were opened. Pursuant
to the investigations, 29 fines were issued totalling some 892,115.95 lei.
Also, 64 reprimands and 65 corrective measures were applied. A signif-
icant number of fines were applied for the infringement of article 32
of Regulation (EU) 2016/679 (the General Data Protection Regulation)
that obliges controllers and processors to implement technical and
organisational measures appropriate to the risk of processing. Also,
several fines were issued for not observing the rules for the lawfulness
of the processing, the rules concerning the rights of data subjects and
infringement of privacy by design and privacy by default provisions.

Coronavirus

47 | What emergency legislation, relief programmes and other
initiatives specific to your practice area has your state
implemented to address the pandemic? Have any existing
government programmes, laws or regulations been amended
to address these concerns? What best practices are advisable
for clients?

The Romanian government has implemented no legislation, relief
programmes or other initiatives specific to the data protection field to
address the covid-19 pandemic.
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